The terrorist's iPhone: Our view

The Editorial Board February 18, 2016
Modern device raises age-old privacy vs. security questions.

At first glance, the question of unlocking the iPhone of one of the terrorists who slaughtered 14 people in California in December seems straightforward enough. Just break into the device and see whether it holds any information about members of a sleeper cell, other planned attacks or any morsel that law enforcement could use to save American lives.

As for privacy rights, well, the gunman forfeited those when he committed his horrific spree in the name of the Islamic State and was killed in a shootout with police. Moreover, he didn't even own the phone. It belonged to his employer, the San Bernardino County Department of Health, which has agreed to the search.

But here's the rub: The FBI can’t get into the iPhone without the gunman’s passcode. Using "brute force" hacking to race through all the possible passcodes to find the right one won’t work unless Apple writes software to disable the iPhone security feature that erases all the phone’s data after 10 wrong tries.

On Tuesday, a federal court ordered Apple to do just that, either by giving the FBI the software to make it happen or by keeping the software at the company and letting the FBI use it remotely. But Apple CEO Tim Cook said no, arguing that once Apple complies, the software would become a “master key” that could unlock hundreds of millions of other iPhones. Not only could government agents and police get into phones, so might hackers and cyber thieves. Governments in China, Russia, Iran and other authoritarian countries might demand the same key.

So the matter of Syed Farook's modern device raises difficult age-old issues about the tension between privacy and security, issues that are far more complex than the partisans on both sides of the debate like to admit.

Reflecting that complexity, the USA TODAY Editorial Board failed to reach consensus after lengthy debate about Apple's defiance. No one had any interest in guarding the privacy of a mass murderer or giving haven to future ones. The stumbling block was whether Apple's compliance could unleash a genie that might make smartphone users in the U.S. and around the world easy prey, for reasons good or bad.

The best outcome to this showdown might be a compromise that keeps a single-use-only key confined to Apple's headquarters, combined with legislation that limits government access to extraordinary scenarios in which lives are at stake. But whether such an outcome is possible depends on an array of technical and political questions that have yet to be answered with any clarity:

· Can you get at the information in the terrorist’s iPhone without putting other iPhones at risk?

· If Apple created a key and kept it (or immediately destroyed it), would that prevent hackers from ever getting it? Or is it inevitable that software would escape, even if held by a company renowned for its secrecy and security? 

· Is this particular phone even worth the fight and the precedent? Farook and his wife destroyed their personal iPhones, and the hard drive from their computer was removed and has never been found. It’s possible the gunman forgot about this work phone, but it's also possible he didn't bother to destroy it because it held no evidence.

· Will there be a public backlash against Apple, one of the nation's iconic companies, for attempting to thwart the FBI, the nation's premier law enforcement agency? Or will consumers put privacy first?

· If the court order is upheld, will Apple and other companies respond by building phones that even they can’t hack into, if that’s what consumers demand? And will politicians try to make that illegal?

Some of the answers to these questions will emerge as the case makes its way through the courts, and maybe all the way to the Supreme Court. This is just the first round in a fight that could reshape the way surveillance and crime-solving are carried out in the information age, a battle that serves as a useful reminder that technology is no magic cure for longstanding trade-offs.
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How to balance security, privacy: Other views
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What others are saying about the Apple court order.

Newsday, editorial: “The showdown between Apple and the government over the tech giant’s defiance of a court order that it help the FBI unlock a terrorist’s cellphone underscores one of the great debates of our digital era: the balance between national security and individual privacy. ... A carefully monitored, constantly re-evaluated program can help the government fulfill its primary responsibility: keeping its people safe.”

Will Strafach, BRG: “By doing this, Apple will show that breaking into an iPhone is ‘possible,’ and allow the FBI to use this case in the future as leverage. ... It paves the way for more unreasonable and technically difficult requests to be made. In those scenarios ... the company will have to show definitively why it is different from the ‘last time’ it assisted.”

Alison Frankel, Reuters: “The All Writs Act (of 1789) has been a powerful tool for prosecutors since 1977, when the U.S. Supreme Court ruled in U.S. v. New York Telephone (that it) extends, under certain conditions, to private companies in a position to assist ‘the proper administration of justice.’ ... In a ruling last fall, U.S. Magistrate Judge James Orenstein said there were important differences between Apple and the telephone company in the 1977 (case). For one thing, Apple is not a public utility. Nor does it own the equipment at issue. (Also) Congress has conspicuously declined to act on Justice Department requests for legislation to compel cellphone companies to decrypt users’ passcodes. ... Judge Orenstein seems to have emboldened Apple to begin what CEO Tim Cook called a ‘public discussion’ of cellphone encryption and the data security threat from the government’s demand in the Farook case. Whatever happens next ... the public will know about it. We can thank Judge Orenstein for that.”

Bryan Clark, The Next Web: “Much like it has proven time and time again, the government is clueless about cyber security, and encryption in particular. You can’t weaken one phone. The very design of this exploit is software-based, meaning Apple isn’t hacking a single phone, it’s creating software that can then be used to access any other iPhone. Should this exploit ever find its way into the wild, or even into the unchecked hands of law enforcement, it’ll prove to be a security crisis even Orwell’s 1984 couldn’t have predicted.”
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